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The US armed forces, among other intelligence agencies, are increasingly dependent on 
information and information technology for both civilian and military purposes. Although 
there is ample literature written on the potential impact of an offensive or defensive 
cyberattack on societal infrastructure, little has been written about the use of cyberattack 
as a national policy tool.&nbsp; This book focuses on the potential for the use of such 
attacks by the United States and its policy implications.&nbsp; � Since the primary 
resource required for a cyberattack is technical expertise, these attacks can be 
implemented by terrorists, criminals, individuals and corporate actors. Cyberattacks can 
be used by U.S. adversaries against particular sectors of the U.S. economy and critical 
national infrastructure that depend on computer systems and networks.&nbsp; 
Conversely, they can be used by the U.S. intelligence community with adequate 
organizational structure and appropriate oversight.��Focusing on the use of cyberattack as 
an instrument of U.S. national policy, Technology, Policy, Law and Ethics Regarding U.S. 
Acquisition and Use of Cyberattack Capabilities explores the important characteristics of 
cyberattacks and why they are relatively ideal for covert action. Experts argue that the 
United States should establish a national policy for launching cyberattacks, whether for 
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be of special interest to the Department of Defense, the Department of Homeland 
Security, law enforcement, and the greater intelligence community. 
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Synopsis 

 
 

This synopsis is intended to provide the reader with a sense of what the report contains.  
However, it is necessarily incomplete, and it omits any mention of many significant topics 
contained in the main body of the report. 
 
 

UNDERSTANDING CYBERATTACK 
 

What Is Cyberattack? 
 
Cyberattack refers to deliberate actions to alter, disrupt, deceive, degrade, or destroy 

computer systems or networks or the information and/or programs resident in or transiting 
these systems or networks.  The U.S. armed forces are actively preparing to engage in 
cyberattacks, perhaps in concert with other information warfare means and/or with kinetic 
attacks, and may have done so in the past.  Domestic law enforcement agencies also engage in 
cyberattack when they jam cell phone networks in order to prevent the detonation of 
improvised explosive devices. 

Such matters pose some very important issues that relate to technology, policy, law, 
and ethics.  This report provides an intellectual framework for thinking about cyberattack and 
understanding these issues. 

A first point is that cyberattack must be clearly distinguished from cyberexploitation, 
which is an intelligence-gathering activity rather than a destructive activity.  Although much of 
the technology underlying cyberexploitation is similar to that of cyberattack, cyberattack and 
cyberexploitation are conducted for entirely different purposes.  (This contrast is relevant to 
much of the public debate using the term “cyberattack,” which in common usage often lumps 
both attack and exploitation under the “attack” label.) 

Second, weapons for cyberattack have a number of characteristics that differentiate 
them from traditional kinetic weapons.  Compared to kinetic weapons, many weapons for 
cyberattack:  

 
 Are easy to use with high degrees of anonymity and with plausible deniability, 

making them well suited for covert operations and for instigating conflict between other parties;  
 Are more uncertain in the outcomes they produce, making it difficult to make 

estimates of deliberate and collateral damage; and 
 Involve a much larger range of options and possible outcomes, and may operate on 

time scales ranging from tenths of a second to years, and at spatial scales anywhere from 
“concentrated in a facility next door” to globally dispersed. 
 

Third, cyberattack as a mode of conflict raises many operational issues.  For example, 
given that any large nation experiences cyberattacks continuously, how will the United States 
know it is the subject of a cyberattack deliberately launched by an adversary government?  
There is also a further tension between a policy need for rapid response and the technical 
reality that attribution is a time-consuming task.  Shortening the time for investigation may well 
increase the likelihood of errors being made in a response (e.g., responding against the wrong 
machine or launching a response that has large unintended effects). 
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Illustrative Applications of Cyberattack 
 
Cyberattack can support military operations.  For example, a cyberattack could disrupt 

adversary command, control, and communications; suppress air defenses; degrade smart 
munitions and platforms; or attack war-fighting or war-making infrastructure (the defense 
industrial base).  Cyberattack might be used to augment or to enable some other kinetic attack 
to succeed, or to defend a friendly computer system or network by neutralizing the source of a 
cyberattack conducted against it. 

Cyberattack can also support covert action, which is generally designed to influence 
governments, events, organizations, or persons in support of foreign policy in a manner that is 
not necessarily attributable to the U.S. government.  The range of possible cyberattack options 
is very large, and so cyberattack-based covert action might be used, for example, to influence 
an election, instigate conflict between political factions, harass disfavored leaders or entities, or 
divert money. 

 
 

Illustrative Applications of Cyberexploitation 
 
For intelligence gathering, cyberexploitation of an adversary’s computer systems might 

yield valuable information.  For example, U.S. intelligence agencies might learn useful 
information about an adversary’s intentions and capabilities from a penetration of its classified 
government networks.  Alternatively, they might obtain useful economic information from 
penetrating the computer systems of a competing nation’s major industrial firms. 

 
 

The Legal Framework Governing Cyberattack 
 
In the committee’s view, the essential framework for the legal analysis of cyberattack is 

based on the principle that notions related to “use of force” and “armed attack” (terms of 
special relevance to the Charter of the United Nations) should be judged primarily by the effects 
of an action rather than its modality.  That is, the fact that an attack is carried out through the 
use of cyberweapons rather than kinetic weapons is far less significant than the effects that 
result from such use, where “effects” are understood to include both direct and indirect effects. 

Furthermore, the committee believes that the principles of the law of armed conflict 
(LOAC) and the Charter of the United Nations—including both law governing the legality of 
going to war (jus ad bellum) and law governing behavior during war (jus in bello)—do apply to 
cyberattack, although new analytical work may be needed to understand how these principles 
do or should apply to cyberweapons.  That is, some types of cyberattack are difficult to analyze 
within the traditional LOAC structure.  Among the more problematic cases are the following: 

 
 The presumption of nation-to-nation conflict between national military forces,  
 The exception for espionage, and 
 The emphasis on notions of territorial integrity.   
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The Dynamics of Cyberconflict 
 
The escalatory dynamics of armed conflict are thought to be understood as the result of 

many years of thinking about the subject, but the dynamics of cyberconflict are poorly 
understood.  This report speculates on some of the factors that might influence the evolution of 
a cyberconflict.   

For major nation-states with significant capabilities for kinetic attack and cyberattack at 
their disposal, among the important issues regarding the dynamics of cyberconflict are the 
following: 

 
 Crisis stability (preventing a serious cyberconflict from breaking out), 
 Preventing a cyberconflict from escalating to physical space, and 
 Knowing when a cyberconflict has been terminated. 

 
Matters can be further complicated by the presence of non-state actors, such as 

cyberterrorists, patriotic hackers, and criminal groups.  Perhaps the most important 
complication relates to identification of the appropriate party against which action might be 
taken and the related availability of cyber targets whose destruction might cause pain or 
meaningful damage to the terrorist or criminal group.   

 
 

FINDINGS 
 
Cyberattack is an important capability for the United States to maintain, but at the same 

time the acquisition and use of such capabilities raise many questions and issues, as described 
below. 

 
Overarching Findings 

 
1. The policy and organizational issues raised by U.S. acquisition and use of 

cyberattack are significant across a broad range of conflict scenarios, from small skirmishes with 
minor actors on the international stage to all-out conflicts with adversaries capable of employing 
weapons of mass destruction.  

2. The availability of cyberattack technologies for national purposes greatly expands 
the range of options available to U.S. policy makers as well as to policy makers of other nations. 

3. Today’s policy and legal framework for guiding and regulating the U.S. use of 
cyberattack is ill-formed, undeveloped, and highly uncertain. 

4. Secrecy has impeded widespread understanding and debate about the nature and 
implications of U.S. cyberattack. 

5. The consequences of a cyberattack may be both direct and indirect, and in some 
cases of interest, the indirect consequences of a cyberattack can far outweigh the direct 
consequences.  

 
Legal and Ethical Findings 

 
6. The conceptual framework that underpins the UN Charter on the use of force and 

armed attack and today’s law of armed conflict provides a reasonable starting point for an 
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international legal regime to govern cyberattack.  However, those legal constructs fail to 
account for non-state actors and for the technical characteristics of some cyberattacks. 

7. In today’s security environment, private parties have few useful alternatives for 
responding to a severe cyberattack that arrives over a network such as the Internet. 

8. Cyberattack poses challenges to existing ethical and human rights regimes. 
 
 

Policy Findings 
 
9. Enduring unilateral dominance in cyberspace is neither realistic nor achievable by the 

United States. 
10.  The United States has much to lose from unrestrained cyberattack capabilities that 

are proliferated worldwide. 
11.  Deterrence of cyberattacks by the threat of in-kind response has limited 

applicability. 
12.  Options for responding to cyberattacks on the United States span a broad range 

and include a mix of dynamic changes in defensive postures, law enforcement actions, 
diplomacy, cyberattacks, and kinetic attacks. 

 
 

Technical and Operational Findings 
 
13.  For many kinds of information technology infrastructure targets, the ease of 

cyberattack is increasing rather than decreasing. 
14.  Although the actual cyberattack capabilities of the United States are highly 

classified, they are at least as powerful as those demonstrated by the most sophisticated 
cyberattacks perpetrated by cybercriminals and are likely more powerful. 

15.  As is true for air, sea, land, and space operations, the defensive or offensive intent 
motivating cyber operations in any given instance may be difficult to infer. 

16.  Certain cyberattacks undertaken by the United States are likely to have significant 
operational implications for the U.S. private sector.  

17.  If and when the United States decides to launch a cyberattack, significant 
coordination among allied nations and a wide range of public and private entities may be 
necessary, depending on the scope and nature of the cyberattack in question. 

18.  The outcomes of many kinds of cyberattack are likely to be more uncertain than 
outcomes for other kinds of attack. 

19.  Early use of cyberattack may be easy to contemplate in a pre-conflict situation, and 
so a greater degree of operational oversight for cyberattack may be needed compared to that 
for the use of other options.  

20.  Developing appropriate rules of engagement for the use of cyberweapons is very 
difficult. 

 
 

Organizational Findings 
 
21.  Both the decision-making apparatus for cyberattack and the oversight mechanisms 

for that apparatus are inadequate today. 
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22.  The U.S. Congress has a substantial role to play in authorizing the use of military 
force, but the contours of that authority and the circumstances under which authorization is 
necessary are at least as uncertain for cyberattack as for the use of other weapons. 
 
 

RECOMMENDATIONS 
 

Fostering a National Debate on Cyberattack 
 
1. The United States should establish a public national policy regarding cyberattack for 

all sectors of government, including but not necessarily limited to the Departments of Defense, 
State, Homeland Security, Treasury, and Commerce; the intelligence community; and law 
enforcement.  The senior leadership of these organizations should be involved in formulating 
this national policy. 

2. The U.S. government should conduct a broad, unclassified national debate and 
discussion about cyberattack policy, ensuring that all parties—particularly Congress, the 
professional military, and the intelligence agencies—are involved in discussions and are familiar 
with the issues. 

3. The U.S. government should work to find common ground with other nations 
regarding cyberattack.  Such common ground should include better mutual understanding 
regarding various national views of cyberattack, as well as measures to promote transparency 
and confidence building. 

 
 

Organizing the Decision-Making Apparatus of the U.S. Government for Cyberattack 
 
4. The U.S. government should have a clear, transparent, and inclusive decision-

making structure in place to decide how, when, and why a cyberattack will be conducted. 
5. The U.S. government should provide a periodic accounting of cyberattacks 

undertaken by the U.S. armed forces, federal law enforcement agencies, intelligence agencies, 
and any other agencies with authorities to conduct such attacks in sufficient detail to provide 
decision makers with a more comprehensive understanding of these activities.  Such a periodic 
accounting should be made available both to senior decision makers in the executive branch 
and to the appropriate congressional leaders and committees. 

  
 

Supporting Cyberattack Capabilities and Policy 
 

6. U.S. policy makers should judge the policy, legal, and ethical significance of 
launching a cyberattack largely on the basis of both its likely direct effects and its indirect 
effects.    

7. U.S. policy makers should apply the moral and ethical principles underlying the law 
of armed conflict to cyberattack even in situations that fall short of actual armed conflict. 

8. The United States should maintain and acquire effective cyberattack capabilities.  
Advances in capabilities should be continually factored into policy development, and a 
comprehensive budget accounting for research, development, testing, and evaluation relevant 
to cyberattack should be available to appropriate decision makers in the executive and 
legislative branches. 
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9. The U.S. government should ensure that there are sufficient levels of personnel 
trained in all dimensions of cyberattack, and that the senior leaders of government have more 
than a nodding acquaintance with such issues. 

10.  The U.S. government should consider the establishment of a government-based 
institutional structure through which selected private sector entities can seek immediate relief if 
they are the victims of cyberattack.   

 
Developing New Knowledge and Insight into a New Domain of Conflict 

 
11.  The U.S. government should conduct high-level wargaming exercises to understand 

the dynamics and potential consequences of cyberconflict. 
12.  Foundations and government research funders should support academic and think-

tank inquiry into cyberconflict, just as they have supported similar work on issues related to 
nuclear, biological, and chemical weapons. 
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distinguished scholars engaged in scientific and engineering research, dedicated to the 
furtherance of science and technology and to their use for the general welfare.  Upon the 
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secure the services of eminent members of appropriate professions in the examination of policy 
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to the National Academy of Sciences by its congressional charter to be an adviser to the federal 
government and, upon its own initiative, to identify issues of medical care, research, and 
education.  Dr. Harvey V. Fineberg is president of the Institute of Medicine. 
 
The National Research Council was organized by the National Academy of Sciences in 1916 
to associate the broad community of science and technology with the Academy’s purposes of 
furthering knowledge and advising the federal government.  Functioning in accordance with 
general policies determined by the Academy, the Council has become the principal operating 
agency of both the National Academy of Sciences and the National Academy of Engineering in 
providing services to the government, the public, and the scientific and engineering 
communities.  The Council is administered jointly by both Academies and the Institute of 
Medicine.  Dr. Ralph J. Cicerone and Dr. Charles M. Vest are chair and vice chair, respectively, 
of the National Research Council. 
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Preface 
 
 
Given the reality of a densely interconnected information society, much has been written 

about the possibility that adversaries of the United States such as terrorists or hostile nations 
might conduct very damaging cyberattacks against critical sectors of the U.S. economy and 
critical national infrastructure that depend on reliably functioning, secure computer systems and 
networks.  For some years, the topic of cybersecurity has been an important part of the report 
portfolio of the National Research Council,1 and a great deal of national attention has been 
given, in public, to the problem of how to protect U.S. information technology systems and 
networks against such attacks—that is, how to defend these systems and networks in both 
military and non-military contexts.2  But, perhaps reflecting the common wisdom of the time, 
these efforts have focused almost exclusively on the cyberdefense side of the equation.   

The possibility that the United States might choose to engage in cyberattacks to serve 
its own national interests—in cyberdefense as well as in other areas—is rarely discussed in 
public.  One recent public hint of U.S. government interest in the topic can be found in the still-
classified Comprehensive National Cybersecurity Initiative (CNCI), which was adopted as 
national policy in January 2008 as part of National Security Presidential Directive 54/Homeland 
Security Presidential Directive 23 (NSPD-54/HSPD-23).  According to the director of national 
intelligence in February 2009, “The CNCI addresses current cybersecurity threats, anticipates 
future threats and technologies, and develops a framework for creating in partnership with the 
private sector an environment that no longer favors cyber intruders over defenders. The CNCI 
includes defensive, offensive [emphasis added], education, research and development, and 
counterintelligence elements.”3  Press reports indicated that the CNCI involves 12 components 
designed to protect computer networks and systems and to improve information technology 
processes and policies.4  These components included a program to reduce the number of 
connections from federal agencies to external computer networks to 100 or fewer.  The other 
11 programs address intrusion detection; intrusion prevention; research and development; 
situational awareness (involving the coordination of information from all agencies to help secure 
cyber networks and systems); cyber counter intelligence; classified network security; cyber 
education and training; implementation of information security technologies; deterrence 
strategies [emphasis added]; global supply chain security; and public/private collaboration. 

There is some public writing on the subject of cyberattack.  Starting in the mid-1990s, 
the first papers on the topic emerged, many of them focusing on the legal issues involved in 

                                            
1 An old but still quite relevant report on this topic is CSTB/National Research Council, Computers at 

Risk, 1991;  other relevant NRC reports include Trust in Cyberspace, 1999, and Toward a Safer and More 
Secure Cyberspace, 2007 (The National Academies Press, Washington, D.C.). 

2 See, for example, CSTB/National Research Council, Information Technology for Counterterrorism, 
2003; Cybersecurity Today and Tomorrow: Pay Now or Pay Later, 2002; and Realizing the Potential of 
C4I: Fundamental Challenges, 1998 (The National Academies Press, Washington, D.C.). 

3 Dennis Blair, Director of National Intelligence, Annual Threat Assessment of the Intelligence 
Community for the Senate Select Committee on Intelligence, February 12, 2009, available at 
http://intelligence.senate.gov/090212/blair.pdf. 

4 See Jill R. Aitoro, “National Cyber Security Initiative Will Have a Dozen Parts,” Government 
Executive, August 1, 2008, available at http://www.nextgov.com/nextgov/ng_20080801_9053.php. 
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military uses of cyberattack.5  One of the first studies to address the strategic implications of 
cyberattack was published by the RAND Corporation in 1996 (Strategic Information Warfare: A 
New Face of War).6  A later study covering the same topic in much more detail was published 
as Strategic Warfare in Cyberspace.7  A flurry of writing began to appear in the professional 
military literature in the late 1990s and early 2000s, but little or nothing can be found in this 
body of literature since around 2002 or 2003.     

 
 

THIS STUDY—FOCUS, APPROACH, AND PURPOSE 
 
Most of the writing to date has not brought together information technology experts 

who are knowledgeable in detail about what can and cannot be done from a technical 
standpoint with senior individuals who have policy experience, and has not addressed the topic 
in an interdisciplinary manner that integrates expertise from the disciplines and fields that are 
relevant to the subject.  The National Research Council undertook the present study (Box P.1) 
believing in the value of an integrated treatment that would help shed much-needed light on 
various important dimensions of cyberattack (and secondarily on the topic of cyberexploitation, 
a term that refers to the penetration of adversary computers and networks to obtain 
information for intelligence purposes).  Such a treatment would provide a point of departure for 
others so that a broad variety of independent intellectual perspectives can be brought to bear 
on it. 

The Committee on Offensive Information Warfare first met in July 2006 and five times 
subsequently.  Its earlier meetings were devoted primarily to briefings on a variety of topics 
related to cyberattack, and later meetings were devoted primarily to committee deliberations. 

The authoring committee did not receive classified information in the course of this 
study.  What is sensitive about cyberattack is generally the fact of U.S. interest in a specific 
technology for cyberattack (rather than the nature of that technology itself); fragile and 
sensitive operational details that are not specific to the technologies themselves (e.g., the 
existence of a covert operative in a specific foreign country or a particular vulnerability); or 
capabilities and intentions of specific adversaries.  None of these specific areas are particularly 
relevant to a study that focuses on the articulation of an intellectual framework for thinking 
about cyberattack.   

It is important to delineate the scope of what this report does and does not do.  This 
report does not provide a detailed explication of U.S. policy and practice regarding cyberattack 

                                            
5 See for example, Lawrence T. Greenberg, Seymour E. Goodman, and Kevin J. Soo Hoo, Information 

Warfare and International Law, National Defense University Press, 1998; Michael Schmitt, “Computer 
Network Attack and the Use of Force in International Law: Thoughts on a Normative Framework,” 
Columbia Journal of Transnational Law, 37:885-937, 1999; Christopher C. Joyner and Catherine Lotrionte, 
“Information Warfare as International Coercion: Elements of a Legal Framework,” European Journal of 
International Law, 12(5):,2001; Jason Barkham, “Information Warfare and International Law on the Use 
of Force,” New York University International Law and Politics, 34:57-113, 2001; Davis Brown, “A Proposal 
for an International Convention to Regulate the Use of Information Systems in Armed Conflict,” Harvard 
International Law Journal 47(1):179-221, Winter 2006; Duncan B. Hollis, “New Tools, New Rules: 
International Law and Information Operations,” pp. 59-72 in G. David and T. McKeldin, eds., Ideas as 
Weapons: Influence and Perception in Modern Warfare, Potomac Books Inc., 2009. 

6 Roger C. Molander, Andrew S. Riddile, and Peter A. Wilson, Strategic information Warfare: A New 
Face of War, National Defense Research Institute, RAND, Washington, D.C., 1996, available at 
http://www.rand.org/pubs/monograph_reports/2005/MR661.pdf. 

7 Gregory J. Rattray, Strategic Warfare in Cyberspace, MIT Press, Cambridge, Mass., 2001. 
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or cyberexploitation, nor does it describe cyberattack/cyberexploitation capabilities available to 
the U.S. government.  Instead, it provides a framework for understanding cyberattack that 
describes the basic technologies of cyberattack and cyberexploitation, articulates basic 
principles of what cyberattack and cyberexploitation might do, and discusses some of the policy 
goals that these actions might serve.  It addresses some of the legal and ethical considerations 
that such uses might entail, and it suggests some analytical tools that might be useful for 
thinking about cyberattack from a policy perspective.  It includes a number of findings and 
recommendations. 

Just as other areas of national security have benefited from a vigorous public airing of 
issues, the authoring committee hopes that this report will stimulate debate and discussion on 
cyberattack as an instrument of national policy at the nexus of technology, policy, law, ethics, 
and national security both inside and outside government and thus bring to bear on these 
knotty issues the best intellectual thought and consideration.   

A historical analogy might be drawn to the study of nuclear issues.  In many ways, 
today’s state of affairs regarding public discourse on cyberattack is analogous to the nuclear 
debate of 50 years ago.  At that time, nuclear policy issues were veiled in secrecy, and there 
was little public debate on it.  Herman Kahn’s books (On Thermonuclear War, Thinking the 
Unthinkable) were the first that addressed in the open literature what it might mean to fight a 
nuclear war.  These seminal pieces did much to raise the public profile of these issues and 
stimulated an enormous amount of subsequent work outside government that has had a real 
impact on nuclear policy. 

From our perspective as the co-chairs of this study, the topic of cyberattack is so 
important across a multitude of national interests—not just defense or even just national 
security—that it deserves robust and open discussion and debate, both among thoughtful 
professionals in the policy, military, intelligence, law enforcement, and legal fields and among 
security practitioners in the private sector.  But for such discussion and debate to be productive, 
they must be based on some common foundation of information about the topic at hand.  Thus, 
the report’s role in providing education and background is in our view its most important 
function.   

It is because of the potential relevance of cyberattack across a broad spectrum of 
national interests that it was necessary to constitute a study committee whose members had 
very diverse backgrounds and many different perspectives on various aspects of cyberattack.  
The committee assembled for this project included individuals with expertise in networking, 
computer security, large-scale computer systems and architecture, national security and 
defense policy, intelligence and military operations, international law governing war and conflict, 
human rights, international relations and diplomacy, constitutional law and civil liberties, and 
domestic law enforcement as it relates to cybersecurity.  Nonetheless, no one person had all of 
the necessary expertise across all relevant areas, and the committee expended considerable 
effort to bring all of its members to a common (if basic) level of understanding in these areas.  
The committee was by design highly heterogeneous and interdisciplinary, a characteristic 
intended to promote discussion and synergy among its members.  As for the two co-chairs, one 
of us (Owens) has extensive military experience and the other (Dam) has extensive experience 
in foreign affairs—and both of us have served in the private sector. 

We hope that a second function of this report is to help establish the awareness needed 
in the elected government (executive and legislative) for making good decisions and providing 
proper oversight of capabilities for cyberattack.  As the report points out, the U.S. government 
does not appear to be well organized to manage these capabilities, either in an employment 
sense (when and under what circumstances a particular kind of cyberattack should be used) or 
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in an acquisition sense (how to obtain capabilities for cyberattack).  Many of the report’s 
findings and recommendations focus on taking some first steps for better organization of the 
government in this regard. 

How will the presentation and analysis in this report endure over time?  The question is 
natural given the inevitability of changes in the technological and global environment.  Based on 
historical experience, it is highly likely that in a decade the technological substrate underlying 
information technology applications will be very different by one, two, or three orders of 
magnitude in a number of dimensions—processor power, cost, bandwidth, storage, and so on.  
Deployments of information technology will be more pervasive.  Connectivity among individuals, 
embedded computers, and organizations is likely to increase dramatically, and myriad 
applications that are entirely unimagined now will be commonplace.  The importance of the 
Internet (or its follow-on) to society will be greater as well.    

The global environment is also likely to be substantially different, although how it will be 
different cannot be predicted in the same way that Moore’s law predicts circuit densities.  Many 
analysts of international affairs predict a rise in the significance of actors not tied or only loosely 
tied to nation-states, or of adversaries that do not share U.S. or Western values or legal 
traditions with respect to the conduct of conflict. 

Few portions of the report are tied explicitly to current technologies, although a genuine 
breakthrough in technologies to support non-cooperative high-precision attribution of attacks to 
bad actors in cyberspace would have significant implications for several findings in this report.  
A rise in the non-state actor cyberthreat would be significant as well—and although the 
committee has attempted to grapple with that issue in its analysis, it would be the first to admit 
that a great deal more work is needed in that area.  Thus, it is the committee’s hope that the 
framework established in this report for understanding cyberattack will endure for some time to 
come. 
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BOX P.1  Statement of Task 
 
The National Research Council will appoint an ad hoc committee to examine policy 

dimensions and legal/ethical implications of offensive information warfare, informed by expert 
perspectives on and knowledge of the underlying technologies. These policy dimensions include 
but are not limited to factors that differentiate between cyberattack as a law enforcement 
matter versus cyberattack as a national security matter, the extent to which the U.S. 
Department of Defense is constrained from acting in response to cyberattack of uncertain 
origin, appropriate definitions of concepts such as "force" or "armed attack" as they apply to 
different forms of offensive information warfare, the standards of proof required to establish the 
origin of a cyberattack, the nature and extent of actions that the United States may take 
unilaterally against a foreign cyberattacker, the possible utility of offensive information warfare 
as a mode of attack that is different than kinetic or physical attack, the nature and extent to 
which offensive information warfare may be a part of conventional military operations, and the 
extent to which a nation undertaking offensive information warfare may increase the likelihood 
that it would be attacked in response, either similarly or dissimilarly. Project products will be 
directed at policy makers and researchers, the former so that decision-making can occur in a 
more informed manner and the latter so that other independent researchers will have a firm 
base on which to ground their own work. 
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